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ABSTRACT

Cloud computing has become integral to modern organizational
operations, offering efficiency and agility. However, security chal-
lenges such as data loss and downtime necessitate tailored com-
pliance solutions. Risk assessment is crucial for identifying and
mitigating cloud-related threats, yet a standardized approach re-
mains elusive. Our study aims to fill this gap by conducting a sys-
tematic mapping study on the prevailing methodologies. Through
a meticulous analysis of 21 scholarly papers, we explore various as-
pects of security risk assessment for the cloud. The results provide
valuable insights into delivery models, standards, and validation
practices, contributing to a comprehensive understanding of cloud
risk assessment.

CCS CONCEPTS

« Security and privacy — Software security engineering; «
Software and its engineering — Cloud computing.
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1 INTRODUCTION

Cloud technologies have permeated various sectors, including busi-
ness, industry, and medicine, offering numerous benefits. These
include cost reduction by eliminating the need for expensive equip-
ment and utility costs, quick data recovery in emergencies, exten-
sive and ubiquitous access to computing resources, and secure data
storage with controlled access.
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Cloud computing is one of the fastest-growing areas of informa-
tion technology. More and more projects are moving computing
resources from their data centers to cloud storage, entrusting their
data to cloud providers. At the end of 2022, the global market for
public cloud services reached $478.32 billion, and the industry’s
largest segment is SaaS solutions (software as a service). This is
stated in a Gartner study, the results of which were presented on
November 13, 2023 [12]. The global public cloud market contin-
ues to grow. Gartner estimates the global public cloud market at
$563.59 billion in 2023. This represents a growth of 17.8% compared
to the previous year. Gartner predicts that by 2027, more than 70%
of enterprises will use industry cloud platforms to accelerate their
business operations.

Advanced security features ensure secure data storage and pro-
cessing. However, despite the use of the latest security standards
and industry certifications, there remains the risk of any cybercrime,
including theft of valuable information, which can compromise
company’s operations and damage its brand and reputation.

Recently, several cloud security issues have been encountered.
The Cloud Security Alliance Top Cloud Computing Threats 2019
[6] report identified data breaches due to misconfiguration and
inadequate change control as the top 2 threats to cloud security. Ac-
cording to Gartner, through 2025, 99% of all cloud security failures
will be due to some level of human error. On the other hand, data
protection laws, including the EU General Data Protection Regu-
lation, the Health Insurance Portability and Accessibility Act, and
the Payment Card Industry Data Security Standard (PCI DSS), man-
date safeguarding customer data and impose significant penalties
for breaches. Furthermore, 69% of businesses identify data loss or
leakage as their primary worry. Consequently, 42% of organizations
view legal and regulatory compliance as a significant challenge,
necessitating tailored cloud compliance solutions [9].

With the surge in remote work and the widespread adoption of
cloud services, security in the cloud has become paramount. There’s
a rising demand for Secure Access Service Edge (SASE) products.
According to Group [15], the SASE market surpassed $6 billion in
2022, marking a growth of approximately 34% compared to 2021.
Similarly, the Security Service Edge (SSE) sector within the global
cloud security industry saw a monetary increase of about $1 billion
(38%) in 2022 compared to the previous year.

Ensuring the security of cloud technologies is not a trivial task.
To correctly evaluate security, it is advisable to always consider
it within the framework of an integrated approach: both from the
point of view of security tests and from the point of view of risk
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assessment. Several studies have proposed new approaches, tools,
and methods for risk assessment in cloud environments. Secondary
studies have been published that explore various aspects of secu-
rity risk assessment in the cloud, such as threat modeling [7, 10],
adoption issues at different delivery models such as IaaS, PaaS, and
Saa$S [4, 11], and features of the risk assessment model, to bring
order to all published studies, and further research [10, 11, 18].

These previous studies, however, focused on specific aspects of
the discipline, and have failed to provide a comprehensive overview
of the field. As a result, significant research angles like evaluation
and validation approach solutions have been left largely unexplored.

In this paper, we conducted a systematic mapping study on the
current status of security risk assessment in cloud environment
research to fill this gap. Our study is guided by 5 research questions.
This systematic mapping study aims to provide a broad and holis-
tic overview of security risk assessment in the cloud, determine
its achievements, and identify current research gaps. To increase
the reliability and repeatability of our results, we followed existing
guidelines when defining our research protocol [17, 23, 24]. We iden-
tified 21 relevant primary studies, published between 2010-2023. In
particular, our study aims to identify the most investigated topics in
cloud security risk assessment, industry standards applied, deploy-
ment models studied, and validation and evaluation approaches
considered. Additionally, we report demographic information on
research and identify open challenges for future research.

The outcomes of our systematic mapping study offer valuable
insights into the progress and evolution of cloud-based risk as-
sessment, focusing on the methodologies and frameworks under
examination. Our primary objective is to streamline the transfer
of knowledge and establish a central repository of information for
both researchers and industry professionals, thereby fostering the
advancement and expansion of cloud security technologies. In light
of our findings, we pinpoint several potential research directions
and explore their implications.

The paper is organized as follows: Section 2 delves into the
concepts related to risk assessment for the cloud environment and
analyzes the related literature. While Sections 3 and 4 outline the
research methodology used for our study and present the results
obtained, respectively. These findings and limitations of the study
are subsequently discussed in Section 5. Section 6 provides final
remarks and future research directions.

2 BACKGROUND AND RELATED WORK

This section provides a comprehensive overview of the context and
related research pertinent to our study.

2.1 Security testing and Risk assessment for
cloud security

With the growing adoption of cloud computing, guaranteeing the
security of such systems becomes a paramount task. Security testing
plays a vital role in enhancing the overall cybersecurity stance of an
organization, fostering the development of a strong and adaptable
environment amid the continually evolving threat landscape. Con-
currently, risk assessment empowers organizations to take proactive
measures in navigating uncertainties and formulating strategic deci-
sions. This proactive approach not only supports long-term success
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but also serves to mitigate potential adverse consequences. Secu-
rity risk assessment and security testing contribute to an overall
assessment of the security of a system on different levels. Integrat-
ing risk assessment and security testing is critical to ensuring the
overall security of a system or application. The initial identification
of assets such as data, applications, and hardware in need of pro-
tection, followed by a risk assessment to identify potential threats,
vulnerabilities, and consequences of security incidents, and the
definition of security requirements based on the identified risks
will be crucial in the selection of security testing methods, such
as penetration testing, vulnerability scanning, code reviews, and
security architecture reviews. These methods have already been
discussed previously in the scientific literature in the field of risk-
based security testing of both conventional software[13, 14, 25, 26]
and cloud environments[27]. ISO 29119 [2] defines risk-based test-
ing as a general method that uses risk assessment results to guide
and improve the testing process. By integrating risk assessment
into security testing, organizations can proactively identify and ad-
dress potential security threats, reducing the likelihood of security
incidents and increasing overall system security.

The customer controls different layers of security regardless of
the service provider. The American National Standards Institute
(NIST) identifies three cloud delivery models (IaaS, SaaS, PaaS)
[20-22], each with its data management model. Infrastructure-as-a-
service (IaaS), when the consumer uses the provider’s computing
resources (server, network infrastructure, data storage). Platform-
as-a-service (PaaS), where the provider provides the consumer with
access to the software platform. Software-as-a-service (SaaS), when
the consumer can use the supplier’s ready-made application.

Like any security strategy, developing methodologies or frame-
works for assessing cloud risks must adhere to established stan-
dards. While it is impossible to guarantee the absolute security of
information systems, employing an efficient and effective informa-
tion security risk assessment method can instill confidence. These
standards typically incorporate a knowledge foundation on risks,
vulnerabilities, and necessary security requirements. The method-
ological aspects are often rigorous and based on a well-defined
process and structure. Commonly, existing risk assessment meth-
ods and standards focus on organizing various steps and activities
to be carried out [1, 3].

The reference standards in the analyzed articles are both for
traditional applications and those specific to the cloud environ-
ment. Among the traditional ones, we find ISO/IEC, NIST, and
AS/NZS standards. ISO/IEC developed an "Information Security
Management System Standards" or "27000 Family of Standards". In
particular, as per the ISO/IEC 27005:2011 standard, risk assess-
ment involves two processes: Risk Analysis and Risk Evaluation.
ISO/IEC 27005 standard, titled "Information technology — Secu-
rity techniques — Information security risk management," specifies
a systematic approach to information security risk management
and is designed to be adaptable to various organizational contexts.
To fully understand ISO/IEC 27005, you can refer to the concepts,
models, processes, and terminology described in ISO/IEC 27001
and ISO/IEC 27002. The document regulates information security
measures and helps the provider maintain a high level of security
of the IT infrastructure—compliance with ISO 27002 standard. The



Security Risk Assessment on Cloud: A Systematic Mapping Study

regulation describes practical rules for information security man-
agement. The other standards of the ISO/IEC family referred to in
the analyzed literature are ISO/IEC 31000:2009, and ISO/IEC 27017.

Conversely, the NIST 800-30 guidance introduces a risk assess-
ment methodology comprising nine key steps: system character-
ization, threat identification, vulnerability identification, control
analysis, likelihood determination, impact analysis, risk determina-
tion, recommendations control, and documentation of results.

Recently, NIST developed Federal Information Processing Stan-
dards. FIPS proposed confidentiality, integrity, availability, authen-
ticity, and accountability as the key information security principles.

The Australian and New Zealand Standards 4360:2004 serve as a
guide for risk management applicable to various types of organi-
zations. The risk management process outlined in AS/NZS 4360
encompasses 3 primary components: risk management workflow,
monitoring and review, and communication and consultation.

All of the above standards apply to traditional applications. Spe-
cific standards have recently been proposed for conducting risk
assessment in the cloud. The ISO/IEC 27017 standard serves as
a comprehensive guide addressing information security concerns
specific to cloud computing. It recommends security measures for
both stakeholders: the cloud service providers and their customers.
Expanding upon the scope of ISO/IEC 27002, this standard cus-
tomizes its provisions to suit the distinctive requirements of cloud
services. ISO/IEC 27017 covers various control measures, including
asset ownership, user access management, and duty distribution.
Clearly defining roles and responsibilities plays a crucial role in
preventing security vulnerabilities and redundancies, rendering it
an indispensable tool for effectively managing and mitigating risks
associated with cloud computing.

Another standard specific to the cloud environment is ISO/IEC
17789 (Information Technology - Cloud Computing - Reference
Architecture). This standard presents a cloud computing reference
architecture, which includes roles in a cloud computing system,
activities in a cloud computing system, and functional components
of cloud computing and their relationships.

Most widely recognized risk assessment standards presume that
an organization independently manages all its assets and enforces
all security management processes internally. Some recent works
argue that methodologies that only consider asset-specific risk
evaluation approaches cannot evaluate various risk elements com-
prehensively. For example, Albakri et al. [A1] presented a security
risk assessment framework that allows cloud service providers to
assess security risks in a cloud computing environment and cloud
customers’ contribution to risk assessment. Through cloud clients’
evaluation of the security risk factors, the framework can provide
a more realistic and accurate risk assessment, reducing the com-
plexity of customer participation in the risk assessment process [1].
Therefore, an adequate risk assessment methodology is needed to
determine the specific risks of the asset and stakeholders so that
they can be controlled [A1, A2].

2.2 Related Work

To grasp the full potential of this field and optimize the advantages
derived from existing evidence, it is crucial to undertake a thorough
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synthesis of the most recent research. Several publications have
been made regarding security risk assessment in cloud computing.

Latif et al. [18] reviewed numerous studies that examine risk
assessment methodologies in the context of the cloud computing
domain. They elaborated on the risk factors of cloud users/business
organization cloud environment and mapped them as the actual
needs of cloud users/business organization.

In 2015, Aich and Sen [4] described different security issues
in three types of services such as Iaa$S, PaaS, and Saa$, of cloud
computing and the possible solutions for remediation.

Amini and Jamil [7] argue that developing risk assessments for
cloud computing in complex environments requires comprehensive
quantitative and qualitative measures. They examined various risk
assessment models, analyzing their strengths and weaknesses. Af-
ter reviewing the characteristics of cloud computing and the main
features of the risk assessment model, the authors proposed a risk
classification. They obtained a common baseline to develop a new
risk assessment model suitable for cloud computing. In their opin-
ion, most risk factors and indicators will depend on the judgment
of decision-makers or experts.

Deshpande et al. [10] reported a review in the field of cloud
computing with a focus on security risk assessment and service
assurance, doing general thoughts on the risk factors in security
and service assurance in a cloud environment [10].

Deshpande et al. [11] conducted a study on cloud computing.
They addressed different types of attacks, possible threats to this
emerging technology, and existing protection methods and solu-
tions for such attacks. Attacks and threats are analyzed using the
cloud service provider model (SaaS, Paa$S, and IaaS)[11].

» Our contribution

These previous studies, however, focused on specific aspects
of the discipline and failed to provide a complete overview of
the field, neglecting some aspects that could be relevant for
the correct evaluation of the methodology proposed as evalu-
ation and validation. We tried to fill this gap and proposed a
comprehensive mapping study. In particular, our work ana-
lyzed delivery models, evaluation and validation approaches,
and industry standards applied in security risk assessment for
cloud environments.

3 RESEARCH METHOD

The goal of our study was to create a comprehensive view of the
scientific literature related to risk assessment for cloud computing;
our purpose is to have a general overview of how, nowadays, risk
assessment is applied in the context of cloud computing. The per-
spective is of both researchers and practitioners. The former are
interested in having a single source of information that offers a com-
prehensive view of current research on risk assessment on cloud.
They are interested in identifying and correctly evaluating risks in
cloud services by applying solutions proposed by researchers.

To satisfy these objectives we want to comprehensively ex-
plore the existing literature though a Systematic Mapping Study.
It has been conducted following the guidelines in [17, 23, 24]. In
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terms of reporting, we followed the ACM/SIGSOFT Empirical Stan-
dards—documents that seek to express specific expectations for one
or more types of research and determine its quality.!

3.1 Research Questions

To obtain a comprehensive view of the state of the art of cloud risk
assessment and identify possible research gaps, we have defined
some research questions:

Q RQ; What Risk Assessment Standards are applied in Cloud?

Our first research question aims to provide an overview of the
most commonly applied frameworks for conducting risk assessment
in cloud environments, reflecting the diverse international efforts
to ensure the implementation of effective security controls and risk
management practices tailored specifically for cloud computing.

Q RQ; Which Cloud service delivery models for risk assessment
are considered?

The second research question analyzes the different cloud service de-
livery models for risk assessment such as Infrastucture. By gaining
insights into this aspect, organizations can make informed decisions
regarding selecting and implementing risk assessment processes in
cloud environments. Ultimately, this understanding enhances the
effectiveness and efficiency of risk management practices, ensuring
better alignment with organizational goals and requirements in
cloud-based operations.

Q RQ3 What types of validation are applied on the Risk As-
sessment in Cloud?

The third research question focuses on investigating the types of
validation applied to risk assessment in the cloud. By analyzing
these types of validation, organizations can improve the effective-
ness, reliability, and compliance of their risk management practices,
thereby strengthening their ability to mitigate risks and safeguard
cloud-based operations.

Q RQq What types of evaluation approach are applied to con-
duct Risk Assessment in Cloud?

The fourth research question aims to investigate the assessment
approaches applied to conduct risk assessment in the cloud by
identifying which specific types of risks the literature focuses on.
By analyzing these approaches, it is possible to obtain information
that will then be useful for organizations to improve the relevance,
effectiveness, and alignment of their risk management practices
with cloud implementation goals and stakeholder expectations.

Q RQs What are the limitations of the actual application of
Risk Assessment in Cloud?

The final research question aims to identify the limitations of cur-
rent risk assessment applications in the cloud. Examining the weak-
nesses of existing processes provides valuable insights for future
researchers to explore innovative solutions and advancements in
these areas. Additionally, uncovering these limitations is essential
for organizations, as they can pinpoint specific aspects requiring

'The ACM/SIGSOFT — Empirical ~ Standards:  https://github.com/acmsigsoft/
EmpiricalStandards
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attention and understand how to effectively address gaps in their
risk assessment practices.

3.2 Search, Inclusion and Exclusion Criteria

We followed the guidelines in [17, 23, 24] to formulate our search
string. Our string consists of two parts. The first term includes key-
words “cloud” that way we are sure not to exclude anything relevant
and not limit ourselves only to combinations of cloud system or
cloud service, etc. The second group considers processes to ensure
cloud security, such as “risk assessment”, “security risk evaluation”,
and related abbreviations and synonymous combined. Keywords
in the same group serve as alternatives (using the OR operator),
but a pertinent paper must encompass all features from each group.
The groups are linked by the boolean AND operator. The search
string was modified to conform to the syntax of the relevant search
engines [17]. Evaluators searched the articles’ metadata, specifically
examining the title, abstract, and keyword list.

€ Search String

("cloud" AND ( "security risk assessment” OR "risk assessment

of security” OR "security vulnerability evaluation” OR "security
threat analysis”" OR "security vulnerability assessment” OR
"security risk evaluation” OR "security threat assessment")

We selected Scopus? as the database to search for articles related
to our work because it is a large database of abstracts and citations
containing papers published in peer-reviewed venues by multiple
publishers (e.g., Elsevier, IEEE, ACM, Springer, Wiley). By using
Scopus, we ensure access to a diverse range of scientific literature,
which enables us to conduct a thorough and comprehensive search
of articles while improving the robustness and completeness of our
research findings.

We executed the query on the selected database on 22 February
2024, applying Scopus filters to search on abstract, title, and key-
word. We retrieved a total of 171 papers. Subsequently, we applied a
set of predefined inclusion and exclusion criteria, detailed in Table
1, to refine the initial pool of articles and ensure that only relevant
studies were included in our analysis.

Table 1: Selection criteria applied in the study selection phase.

Exclusion Criteria Inclusion Criteria

Article not in English

Published in peer-reviewed journals
or conference proceedings

Short Paper Subject areas are computer science
and engineering

Magazine Articles on cloud risk assessment

Book

Secondary study on the matter
Conference Papers which
have an extension in journal
Papers whose full-text read
was not available

2Scopus:https://www.scopus.com
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3.3 Quality Assessment

Petersen et al. [24] suggest performing a quality assessment but
advise against setting excessively stringent criteria to avoid exclud-
ing potentially relevant resources in the context of a systematic
mapping study. Therefore, we have devised the following qual-
ity assessment strategy, which involves a checklist featuring the
following questions:

Q Qj Is the motivation of the paper clearly and explicitly
reported?

Q Q; Is the cloud risk assessment issue clearly defined?

Q Q3 Is the primary result of the paper clearly and explicitly
articulated?

Each question above is assigned a score: 1 if the answer is Yes
and explicitly reported, 0.5 if the answer is Yes but not explicitly
reported, and 0 if the answer is Not reported. The scores for all three
questions are then added together. A primary study that achieves a
minimum score of 1.5 is considered acceptable. All the details are
reported in the online appendix [8].

3.4 Data Extraction

Starting from the conjectured research questions, we obtained an
initial set of information that we intend to collect in the data ex-
traction phase. From an initial reading of the papers, we extracted
through an induction approach the information related to the re-
search questions, and then we extracted additional data helpful
in understanding the analyzed papers; this information was en-
tered into an Excel form, available in the online appendix [8], and
described in Table 2.

Specifically, Table 2 presents data related to each research ques-
tion, in particular the item extracted (first column), its description
(second column), the possible values it can assume (third column),
and the research question, if there is a correspondence (fourth col-
umn). Some data entries are chosen from a predefined set, while
others allow for open-ended responses, and we denote values for
closed questions in italics. In addition to gathering fundamental
details about risk assessment for cloud delivery models or the em-
ployed standards, our focus also encompasses the extraction of data
concerning threat or vulnerability modeling and the objectives of
the study. This supplementary information enhances our under-
standing of the characteristics of the scrutinized articles. Moreover,
the data extraction form incorporates a "Limitations"” field, where
we have documented potential constraints of the evaluated methods,
aiming to identify challenges and issues.

3.5 Study Selection Process

The entire process unfolded through multiple iterations. The ini-
tial iteration served as a pilot, in which we used selection criteria
and the definition of the search query to search for articles in the
database. Employing a think-aloud protocol, each rater articulated
their inclusion and exclusion criteria thought process, following
the approach suggested by [5].

By running a query string on the selected scientific database,
we found 171 articles for Scopus. We uploaded all collected articles
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into a local database. The selection of studies began with a meeting
in which the evaluators reviewed the selection criteria [24]. At this
point the evaluators continued to apply the advanced inclusion and
exclusion criteria defined in 3.2. Specifically, two reviewers (author
of the work) screened the articles, applying criteria only to the title,
abstract and keywords. After that, we continued to carefully read
the remaining studies and again applied the exclusion and inclusion
criteria to the body of the article. The final step of the selection
phase was to evaluate the quality of the extracted resources to limit
the risk of bias and erroneous results [17, 23, 24]. Implementation
of this quality assessment protocol resulted in the exclusion of
one article. In summary, using the entire procedure resulted in the
acceptance of 21 primary studies.

After completing the selection process, we continued the data
extraction phase. The evaluators read and analyzed the relevant
studies in detail in the data extraction phase. During this phase,
the first and second authors acted as evaluators and extracted the
data necessary to answer the questions of the selected relevant
studies. In this phase we used the data extraction module, defined
in section 3.4. We also conducted a post-extraction meeting [24],
where ambiguous responses were clarified.

Moreover, to identify more information about the delivery mod-
els and evaluation approach (RQz and RQy), we conducted an itera-
tion of content analysis session [19]. This methodology consisted
of reading into the articles references related to the delivery model
used and the evaluation approaches applied, with the goal of as-
signing a label describing them.

The final goal was to obtain clusters in which to go and catego-
rize the papers read in accordance with the delivery models and
evaluation approaches. First, the examiners analyzed an initial set
of 21 articles. Each examiner extracted information that allowed to
associate a label to each article, through an inductive process. Then,
in a meeting, the examiners discussed the labels made up to that
point and tried to reach a consensus on the categories assigned.

The result of this phase was a clusterization of the papers accord-
ing to the labels containing the categories extracted from the papers
for delivery models and evaluation approaches. All the information
about the used labels are reported in the excel module in the online
appendix [8]. The process outlined for conducting the mapping
study is visually depicted in the Figure 1.

4 ANALYSIS OF THE RESULTS

The section presents an overview of the distribution of accepted
papers and the corresponding insights aligned with our RQs.

4.1 Demographic Analysis

Before presenting the results in our study, we reported some meta-
information on the primary studies accepted in our mapping study.

Figure 2 shows the distribution of the number of published arti-
cles over the years, which reveals some fluctuations. Specifically,
there was a slight increase in publications during 2017 and 2018,
indicative of heightened activity and interest in the field. How-
ever, this trend experienced a downturn in 2019, followed by a
significant peak in 2020, marked by the publication of five papers,
suggesting a period of intensive research and exploration within
the domain [A8, A12, A16, A18, A20]. Subsequently, there was a
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Table 2: Extraction form

Data Item Description Values RQ
Standard What standards have been applied in developing the framework or methodology?  ISO/IEC, NIST, CSA ecc. RO,
Delivery Model For which type of cloud delivery model was the risk assessment performed? Iaas$, SaaS, PaaS RQ>
Validation Analysis What kind of analysis were used to validate the model (if any)? Qualitative, quantitative RQ3
Evaluation Approach What type of evaluation approach is applied? Assets Specific Risk, Stakeholders Specific Risk RQ4
Limitations What are the limitations of current studies? Textual description of the addressed problems RQs
Framework/Tool Is a framework or tool for Risk assessment introduced or used? Description of the framework or tool used

Threat/Vulnerability modeling ~ What kind of vulnerabilities or threats are analyzed?

Case Study Does the work propose a case study?

Description of Vulnerability of Threat or source from
which they are extracted
Yes, No

Research
Query

}

Exclusion
& Inclusion
Criteria

Total Papers

Scopus Found: 171

Assessment,

First Selection
Papers: 25

Data
Extraction
& Iterative
Content
Analysis,

Quality

Final Selection
Papers: 21|

Analysis on the
extracted data

Figure 1: Overview of the Research Process

gradual decline in the number of publications. By 2023, the number
of publications in the realm of risk assessment for cloud computing
dwindled to a solitary paper. This trajectory highlights the dynamic
nature of research trends and the evolving focus within the field,
underscoring the importance of monitoring and understanding
fluctuations in scholarly output over time.

2010 2012 2013 2014 2016 2017 2018 2019 2020 2021 2022 2023

Figure 2: Trend of publications by year.

The Table 3 delineates the distribution of pertinent articles cate-
gorized by publisher. A discernible variance among publishers be-
comes apparent, with each displaying varying levels of engagement
with the topic of risk assessment within cloud systems. Notably, the
publisher demonstrating the most pronounced interest in address-
ing this subject matter is the "Institute of Electrical and Electronics
Engineers Inc. (IEEE)". Their substantial contribution underscores a
deep-seated engagement with the complexities surrounding risk
assessment in cloud environments, with 6 published papers in this
field [A14-A16, A20]. Notably, the community demonstrating the
most pronounced interest in addressing this subject matter is the
"Institute of Electrical and Electronics Engineers Inc." Their substan-
tial contribution underscores a deep-seated engagement with the
complexities surrounding risk assessment in cloud environments,
with 6 publisher papers in this field [A6, A7, A14-A16, A20].

Subsequently, with a slightly lesser degree of emphasis on the
topic there are "Elsevier Ltd," "Springer Verlag,' and "John Wiley and
Sons Ltd." Nonetheless, their volume of publications underscores

a sincere engagement with the nuances and challenges associated
with risk assessment within cloud systems.

This nuanced distribution sheds light on the diverse scholarly
landscape surrounding risk assessment in cloud computing, illus-
trating the varying degrees of attention and dedication among
different publishing entities toward advancing knowledge and un-
derstanding in this critical area.

Table 3: Trend of publications by Publisher.

Publisher Number of Paper

Budapest Tech Polytechnical Institution

Elsevier Ltd

Emerald Group Holdings Ltd.

Institute of Electrical and Electronics Engineers Inc.
John Wiley and Sons Ltd

Springer

Bentham Science Publishers B.V.

World Scientific

SciTePress

e S-S O

4.2 RQ; What Risk Assessment Standard are
applied in Cloud?

The results obtained show that most of the items, 43%, use stan-
dards developed by NIST [A1, A2, A8, A10, A13, A15-A17, A20],
such as FIPS and NIST SP 800-30. 38% apply different standards
from the ISO/IEC family [A1, A2, A4, A10, A13, A13, A16], such as
ISO/IEC 17789, ISO/IEC 27017, ISO/IEC 27000-27005, and ISO/IEC
31000. Only 2 articles refer to the specific standard for security risk
assessment for cloud environments, such as ISO/IEC 17789 and
ISO/IEC 27017 [A6]. Other standards applied are IEC-62443 [A8],
GB/T 20984-2007[A19], AS/NZS 4360 [A1], and OWASP [A21]. As
we can see from Table 4, some studies refer to more than one in-
dustry standard. Some work did not reference industry standards
[A5, A7, A9, A12, A18]. Certificates do not guarantee security but
confirm the functionality of risk management systems related to
information security. Therefore, the choice of cloud risk assessment
standard should be tailored to the organization’s specific objectives,
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which meets different needs and emphasizes various aspects of risk
management.

Organizations operating in specific industries may be subject
to regulations that require the use of certain standards. For exam-
ple, an organization focused on general information security may
consider ISO/IEC 27001 a comprehensive choice, while a financial
institution may prioritize standards that ensure the security of fi-
nancial transactions, such as the PCI DSS. Within this framework,
international standards such as ISO/IEC 27001 provide a globally
recognized framework, while some countries may have their own
standards or regulations that must be followed. In the era of GDPR,
the sensitivity of data processed in the cloud is a critical factor.
Standards such as ISO/IEC 27001 and PCI DSS provide specific con-
trols for managing different types of sensitive information. Some
standards may be more applicable or provide specific guidance for
certain service models, such as IaaS, PaaS, or IaaS. Choosing a stan-
dard that matches the level of security and risk tolerance desired by
the organization. Some standards may require a greater investment
of time, expertise or financial resources. Thus, the organization
must select a standard it can implement and support.

Ultimately, the goal is to select a risk assessment standard that
provides a solid foundation for cloud risk management while meet-
ing your organization’s specific needs and priorities.

4.3 RQ; Which Cloud service delivery models for
risk assessment are considered?

Understanding the service delivery models adopted for Risk As-
sessment in the cloud is crucial for comprehending the diverse
approaches and methodologies utilized in cloud security research.
By analyzing a comprehensive set of papers, we aimed to gain in-
sights into prevalent practices and trends regarding the utilization
of Infrastructure-as-a-Service (IaaS), Software-as-a-Service (SaaS),
and Platform-as-a-Service (PaaS) for conducting Risk Assessment
in cloud environments. Our iterative content analysis revealed that
a significant majority, 62% of the examined papers, explicitly spec-
ify the service delivery model employed for Risk Assessment in
the cloud. Among the examined papers, it was found that 17%
of them utilize all three service delivery models (IaaS, SaaS, and
PaaS) for Risk Assessment in the cloud. Additionally, 8% of the
papers exclusively employ a combination of IaaS and Saa$ delivery
models for their assessments [A2]. Upon examination of the re-
maining papers, we discovered that 39% of them exclusively utilize
the SaaS delivery model for conducting Risk Assessment in the
cloud [A1, A3, A14, A15, A21]. Similarly, an equal percentage, 39%,
rely solely on the IaaS model [A5, A7, A10, A16, A20]. Notably,
none of the analyzed papers utilize the PaaS model independently
and unrelated to the other two services. All results are summarized
in the Table 4. This finding underscores researchers’ diverse prefer-
ences and approaches when selecting service delivery models for
cloud-based Risk Assessment. While SaaS and IaaS are prominently
featured in the literature, the absence of standalone Paa$S usage sug-
gests a potential gap in its application for risk assessment purposes.
Further exploration of PaaS capabilities and integration with other
service models may offer valuable insights into enhancing cloud se-
curity practices. Overall, the distribution of service delivery model
usage highlights the importance of considering various factors such
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as scalability, flexibility, and control in selecting the most suitable
model for conducting Risk Assessment in cloud environments.

4.4 RQ; What types of validation are applied on the
Risk Assessment in Cloud?

In the context of RQ3, we analyzed the validation approach adopted
when evaluating security risk assessment techniques in cloud envi-
ronments. In the analyzed literature there are two approaches to
evaluate security risk: qualitative and quantitative. The first uses a
relative or descriptive scale to measure the probability of occurrence
and impact, while the second uses a numerical scale. The purpose
of qualitative risk analysis is to identify the risk that needs detailed
analysis and the necessary controls and actions based on the effect
of the risk and the impact on objectives. The main goal when using
qualitative assessments is to quickly identify risks. This analysis
can be used as an initial assessment to recognize risk. Qualitative
assessments generally use numerical ratings (1-5) or colors (green,
yellow, and red) to classify risks based on their probability of occur-
rence and impact, and are often represented by a risk matrix. This
approach is used in events where it is difficult to express numerical
measures of risk. This is, for example, the occurrence without ade-
quate information and numerical data. Instead, a quantitative risk
analysis is a high-priority and/or high-impact risk analysis, where
a numerical rating is assigned to develop a probabilistic assessment
of business-related issues. To conduct quantitative analyses, the
Common Vulnerability Scoring System (CVSS) is often referred to,
and is a method used to provide a qualitative measure of severity.

Overall, 17 of 21 articles (81%) describe how they validate their
approach. The remaining 5 articles either do not apply any anal-
ysis or do not specify it explicitly. Half of the articles apply the
quantitative analysis [A2, A5, A10, A12, A15, A17], and the other
half use the qualitative analysis [A4, A8, A9, A13, A16, A19]. Some
articles use two validation techniques [A6, A7, A18, A20, A21], as
illustrated in Table 4. The combination of qualitative and quantita-
tive analysis can affect the systematic and hierarchical nature of
the evaluation.

4.5 RQ,; What types of evaluation approach are
applied to conduct Risk Assessment in Cloud?

Investigating evaluation approaches is crucial for understanding
the focal points of Risk Assessment in cloud projects. Our initial
focus was identifying the evaluation approaches applied in the
papers under review. Utilizing an iterative content analysis ap-
proach, we labeled the analyzed papers in Assets Specific Risk or
Stakeholder Specific Risk. Upon conducting a more comprehensive
analysis, we discovered that only 62% of the papers explicitly men-
tioned evaluation approaches. This finding underscores the need
for greater emphasis on delineating evaluation methodologies in
cloud risk assessment research, facilitating a more comprehensive
understanding and comparison of assessment strategies and out-
comes. More specifically, our analysis revealed that 46% of the
reviewed papers discuss utilizing Assets and Stakeholders as assess-
ment approaches, with the latter being deemed significant for the
risk analysis phase [A1, A2, A4, A17, A20, A21]. However, most pa-
pers, comprising 54%, concentrate solely on assets as an assessment
approach [A6, A9, A13-A16, A18]. All results are summarized in
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the Table 4. This finding suggests a nuanced approach to risk as-
sessment in cloud projects, where consideration of both assets and
stakeholders can enhance the comprehensiveness and effectiveness
of risk analysis. The prevalence of asset approaches underscores
the importance of recognizing and prioritizing asset-related risks in
cloud environments. In conclusion, the distribution of assessment
approaches underscores the need for a balanced and multifaceted
perspective in cloud risk assessment, incorporating asset-based and
stakeholder-oriented considerations to mitigate risks effectively.

4.6 RQ; What are the limitations of the actual
application of Risk Assessment in Cloud?

Upon thoroughly examining the existing literature concerning risk
assessment within cloud systems, to assess our RQs our attention
has shifted towards identifying the inherent limitations within the
proposed methodologies. We aim to gain insight into the prevailing
gaps within this domain. The main limitations have been divided
into three categories (1) inaccurate estimation, (2) causes of risks,
and (3) approaches applied.

Inaccurate Estimation. The primary limitations identified in the
reviewed literature are inaccurate risk probability or impact esti-
mation. For instance, in work of Basu et al. [A2], a methodology
is proposed to enhance the accuracy of risk calculation by using
information such as the provider’s cloud security capabilities. How-
ever, this methodology lacks testing and validation. In their study,
Saripalli and Walters [A17] introduced the QUIRC approach, where
the computation of the risk contributed by a particular threat is
treated superficially. There is no concrete mechanism for explicitly
computing the risk of each threat. Using this approach can result
in inaccurate risk quantification. In addition, Nhlabatsi et al. [A15]
focused on a weighted approach for risk estimation and mitigation,
but defining specific weights proves challenging as they must be
calibrated according to client requirements. Finally, we encountered
the work of Jelacic et al. [A8], which presented a case study on
cloud-based Risk Assessment within systems for smart grid Opera-
tional Technology (OT) services. However, the assessment matrix
generated in this study lacked measurement metrics such as cost.
Furthermore, it failed to account for the dynamic nature of sources
and threats contributing to risk estimation, which often evolves.
The literature review on risk assessment in cloud computing re-
veals limitations in calculating risk likelihood or impact estimation,
underscoring the need for improved methodologies in this domain.

Causes of Risks. Another much-discussed issue in risk assess-
ment is related to identifying risks and, in particular, their causes.
In the analyzed studies, we find the work of Jiang et al. [A9], who
points out that with the implementation and promotion of cloud
services, many new risk factors may appear and that they should be
investigated. Next, Khan et al. [A16] pointed out that it is necessary
to conduct a detailed analysis of threats that are difficult to detect
using specific events or have a cause-and-effect relationship with
other threats. Finally, Albakri et al. [A1] study points out that many
approaches consider only specific assets to conduct a risk assess-
ment, neglecting project stakeholders, which may be causes of risks
and, therefore, should be considered. In conclusion, it is paramount
to prioritize investigating the emergence of novel risk factors in
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cloud services, conducting thorough analyses of intricate threats,
and acknowledging project stakeholders as potential sources of risk.
By doing so, we can attain a more comprehensive understanding
of risks and enhance our risk management strategies effectively.

Approaches Applied. Among the limitations in some of the litera-
ture are the application and approaches used for risk assessment.
We see an example from the interviews conducted in Faizi et al. [A4],
discussing how Information Security Risk Assessment (ISRA) is ap-
plied in organizations. In particular, the practitioners believe there
is a need to have one standardized approach, but at the same time,
it must be simple to apply, whereas the current approaches used in
the cloud context are complex. In addition, Sen and Madria [A18]
evidence in the limitations of their work that very often in the
requirements phase, many security requirements for cloud sys-
tems are identified as high-level; there are no guidelines related
to the distribution of resources to address the possible risks that
go into impacting those security requirements. Investigating the
study of standards for conducting risk assessment in cloud systems
is important to promote consistency, reliability, and effectiveness
in different areas, ensuring sound risk management practices and
informed decision-making.

» Key Results

We have derived results to address our research questions
from the analysis of the data extracted from the considered
papers. These findings are summarized in Table 4. For RQs,
we categorized the identified limitations into three main cate-
gories: Inaccurate estimation, causes of risks, and applied ap-
proaches. This categorization provides a structured framework
for understanding the challenges associated with current risk
assessment practices in the cloud.

5 DISCUSSION AND LIMITATION

This section addresses the implications and potential threats to the
validity of the study.

5.1 Threats to Validity

Descriptive validity pertains to the accuracy and objectivity in de-
picting observations. To mitigate this threat, a data extraction mod-
ule was developed and carefully designed that reports data logging
during the data extraction phase. We evaluated it in a pilot project
with all evaluators and revised it to correct any problems that
emerged. We further evaluated the information provided in the
form in a post-recovery meeting, as suggested in [24].

Theoretical validity can impact the selection of the scientific
database, as the chosen database might overlook pertinent research.
We opted for Scopus due to its expansive coverage, including papers
from various publishers. The reliability of the conclusions could
be compromised by potential biases among researchers engaged
in the mapping process. To address this concern, we extensively
utilized piloting and consensus meetings.

Interpretive validity to the data elaborates on the researcher’s
bias, which consequently impacts the validity of the conclusions.
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Table 4: Results of Data Extraction for RQ1, RQ2, RQ3 e RQ4

Standard (RQ,)

Delivery Models (RQ5)

Validation (RQ3)

Evaluation Approach (RQs)

Security risk assessment-based cloud migration methodology for smart grid OT services [A8]
Application design phase risk assessment framework using cloud security domains [A18]

From rationale to lessons learned in the cloud information security risk assessment: a study of
organizations in Sweden [A4]

Security risk assessment within hybrid data centers: A case study of delay sensitive applica-
tions [A13]

CloudStrike: Chaos Engineering for Security and Resiliency in Cloud Infrastructure [A20]

An assessment model for cloud service security risk based on entropy and support vector ma-
chine [A9]

A research for cloud computing security risk assessment [A19]

Data risks in the cloud [A3]

Security risk assessment framework for cloud computing environments [A1]

ARA-Assessor: Application-aware runtime risk assessment for cloud-based business continuity [A5]

FIPS and IEC-62443
ISO/IEC 27005, ISO/IEC 31000
ISO/IEC 27001, ISO/IEC 27005, NIST

NIST

GB/T 20984-2007

NIST SP 800-30, ISO/IEC 27000-27005,

AS/NZS 4360

TaaS
Taas, Saa$, Paas

SaaS
SaaS

TaaS

Qualitative
Qualitative , quantitative
Qualitative
Qualitative

Qualitative , quantitative
Qualitative

Qualitative

Quantitative

Asset Specific Risks
Asset and Stakeholder Specific Risks

Asset Specific Risks

Asset and Stakeholder Specific Risks
Asset Specific Risks

Asset and Stakeholder Specific Risks

Design and ion of a Threat-Specific Security Risk Tool [A16] NIST

A quantitative methodology for cloud security risk assessment [A2] ISO/IEC 27005, ISO/IEC 17789 Iaa$, Saa$ Quantitative Asset and Stakeholder Specific Risks
Security Risk Optimization for Multi-cloud Applications [A12]

SpiralSRA: A threat-specific security risk assessment framework for the cloud [A14] NIST Saa$ Quantitative Asset Specific Risks

A security risk management model for cloud computing systems: Infrastructure as a service [A10] ISO/IEC 27005, NIST 800-30 Taa$ Quantitative

Security risks and their management in cloud computing [A16] IS Taa$ Qualitative Asset Specific Risks

QUIRC: A quantitative impact and risk assessment framework for cloud security [A17]

A security risk assessment model for business process deployment in the cloud [A6]
Threat-specific security risk evaluation in the cloud [A15]

Security Evaluation Method of Smart Home Cloud Platform [A21]

Security Risk-Aware Resource Provisioning Scheme for Cloud Computing Infrastructures [A7]

1SO 27017
NIST
OWASP

Quantitative
Qualitative, quantitative

Asset and Stakeholder Specific Risks

Taas, Saa$, Paas Asset Specific Risks

SaaS Quantitative Asset Specific Risks
SaaS Qualitative, quantitative Asset and Stakeholder Specific Risks
TaaS Qualitative, quantitative

Experienced researchers were actively engaged in the process to
mitigate this potential threat.
Repeatability is supported by adopting existing guidelines, such

as the ones proposed by Kitchenham et al. [17] and Petersen et al. [24].

To ensure result’s repeatability, we provide a detailed description of
the process, including the actions taken to reduce possible threats
to validity. All data collected during our study is publicly available
in the replication package accompanying this paper.

5.2 Discussion

The findings of our study have shown several observations that
warrant further investigation. They delineate open challenges for
researchers engaged or interested in developing methodologies and
practices for the adoption of risk assessment in the Cloud.

The results show that the Paa$ delivery model is never applied
alone in the context of risk assessment in the Cloud. This sug-
gests that organizations prefer integrating PaaS with other delivery
models, such as IaaS and SaasS, rather than use only PaasS for risk
assessment activities. Different factors can lead to the use of com-
bined delivery models, such as the need for a more comprehensive
approach, including both infrastructure and application layers, and
the desire for greater flexibility and customization of risk assess-
ment processes. Future research could deepen the reasons for this
trend and explore potential implications for improving risk assess-
ment strategies in the Cloud.

One of the primary activities within risk assessment involves
identifying and evaluating potential risks. During the data extrac-
tion phase of our study, an interesting observation emerged: the
sources of identified risks often varied significantly based on the
specific application context. Some studies identified risks based
on vulnerabilities or threats under analysis, while others relied on
established lists or standards in existing literature. Moreover, some
works focused on risks associated solely with the migration phase,
ignoring other critical risk categories. This fragmented approach
to risk identification can result in incomplete or inadequate risk
assessments. To address this issue, it is imperative to investigate all
potential causes, vulnerabilities, and threats comprehensively. De-
veloping a unified framework encompassing a comprehensive list of
possible risks would greatly assist organizations in effectively iden-
tifying and managing risks associated with cloud computing. Such
a framework would be a valuable tool for organizations, providing

them with a structured approach to risk assessment and enhancing
their ability to safeguard their cloud environments effectively.

6 CONLUSIONS AND FUTURE WORK

In this systematic mapping study, our objective was to offer a thor-
ough overview of the present state of investigation concerning
security risk assessment within a cloud environment. We analyzed
21 studies and extracted essential information to clarify the cur-
rent state of the literature on risk assessment in the cloud. Our
main contributions include (i) a comprehensive synthesis and ex-
amination of research endeavors in cloud-based risk assessment,
serving as a valuable resource for both researchers and practition-
ers seeking insights into the evolution and enhancement of risk
assessment methodologies for security testing; (ii) identifying gaps
in current research, thus emphasizing crucial avenues for future
investigations; (iii) providing an online appendix detailing all mate-
rials utilized in our systematic mapping study, facilitating further
research expansion and the augmentation of our findings.

In the cloud field, further research must be carried out on risk
assessment to guarantee the security of these systems, improving
the methodologies for calculating the risk probability and estimat-
ing the impact; conducting complex threat analyses, considering all
project assets and stakeholders as potential sources of risk; ensure
sound risk management practices by applying standards to promote
consistency, reliability and effectiveness.

In the future, we intend to develop a framework for security
risk assessment in cloud environments that complies with industry
standards based on the organization’s objectives for different cloud
delivery and related validation. We also plan to delve into risk-based
security testing for cloud environments.
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