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ABSTRACT
Cloud systems are becoming increasingly important nowadays, and
at the same time, there is a need to ensure the security of those
systems that pose specific problems. There is the lack of adequate
skills and knowledge to deal with the complexity and challenges de-
termined by security in cloud systems, particularly skills related to
project management. This research aims to investigate the software
project management issues and challenges in the design, develop-
ment, maintenance, and operation of cloud systems while ensuring
adequate security and understand best practices to address them.
The ultimate goal of the research is to create a framework that
will offer practical recommendations to enhance overall project
understanding and support project managers in managing projects
and programs related to security of cloud systems.

CCS CONCEPTS
• Software and its engineering → Software creation and man-
agement; • Security and privacy→ Systems security.
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2 CONTEXT AND MOTIVATION
Software increasingly plays a central role in our society: it supports
business and government initiatives, enables worldwide commu-
nications, and drives innovation. At the same time as the growing
use of software, there is an increase in cyber attacks targeting
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businesses, governments, and individuals, becoming a substantial
global risk, as highlighted by the World Economic Forum [9]. The
latest ENISA1 (European Union Agency for Cybersecurity) reports
highlighting the threat complexity, suggesting that these attacks
are increasingly sophisticated, targeted, and widespread [2].

In light of the substantial increase in cyber threats, the field of
Cybersecurity has undergone significant growth and evolution over
the past decade [10]. Rajapakse et al. [14] have investigated themain
challenges related to the application of security approaches; among
them, one of the most outstanding is its adaptation of security in
cloud environments.

A Cloud environment is a virtualized infrastructure that allows
users to access and manage computing resources, such as servers
and storage, offering flexibility, scalability and on-demand avail-
ability [13]. Adoption and migrating to a cloud environment offers
different benefits, including increased agility, improved collabo-
ration, reduced infrastructure costs, and the ability to leverage
advanced technologies.

Just as the cloud offers numerous benefits, it also presents poten-
tial vulnerabilities that can lead to disasters in the event of attacks
or threats to its infrastructure. Ensuring security in cloud systems
has become increasingly essential to avoid damages such as data
loss, compliance with privacy regulations, and adequate resilience
to cyber attacks and incidents in this transformation process [1].

Increasing demand for cloud systems drives the need to increase
their security, satisfying cybersecurity standards at every stage of
the system, i.e., designing, implementing, maintaining, and migrat-
ing.2 Figures such as project managers require robust knowledge
and strategies for managing secure cloud systems to ensure their
implementation aligns with security standards and effectively pre-
vents and mitigates vulnerabilities and cyber attacks.3

It is necessary to comprehend the principal software project man-
agement approaches employed within secure cloud systems and
the associated issues and challenges these projects entail. A project
manager of secure cloud systems must also consider stakeholder
and human resourcemanagement and the issues they introduce into
the project. In their comprehensive study, Larios-Vargas et al. [8]
analyzes the relationships among the various stakeholders involved
in cloud system projects. They study the stakeholder motivations,
expectations, and attitudes toward the security approaches to be
employed. The result of their research is a framework that informs
and guides stakeholders on how to adopt security practices, ensur-
ing that the resulting software meets and exceeds the organization’s
stringent security and quality requirements. However, these guides
1ENISA-European Union Agency for Cybersecurity https://www.enisa.europa.eu/
topics/cyber-threats/threats-and-trends
2Fortinet, 2022 Cybersecurity Skills Gap (2022)
3ISACA - Implementing a Cybersecurity Culture

https://orcid.org/0009-0002-0742-7261
https://doi.org/10.1145/3661167.3661208
https://doi.org/10.1145/3661167.3661208
https://doi.org/10.1145/3661167.3661208
https://www.enisa.europa.eu/topics/cyber-threats/threats-and-trends
https://www.enisa.europa.eu/topics/cyber-threats/threats-and-trends
https://www.fortinet.com/content/dam/fortinet/assets/reports/report-2022-skills-gap-survey.pdf?utm_source=pr&utm_campaign=report-2022-skills-gap-survey
https://www.isaca.org/resources/isaca-journal/issues/2019/volume-2/implementing-a-cybersecurity-culture


EASE 2024, June 18–21, 2024, Salerno, Italy Annunziata

and recommendations are not addressed from a management per-
spective.

Another critical aspect that project managers must pay attention
to when managing secure cloud systems is effectively managing
vulnerabilities and threats. Robust Risk Management is a strategy
applied to prevent system failures and mitigate potentially cata-
strophic risks that could disrupt not only the development but also
the operation and maintenance of cloud systems. In their work,
Faizi et al. [4] investigate the diverse applications organizations
utilize for conducting Information Security Risk Assessment (ISRA).
A key revelation from their investigation was the absence of a singu-
lar standard for adopting such risk assessment practices. Moreover,
they underscored the critical need for these procedures to be simpli-
fied and accessible, emphasizing simplicity as an important factor.

My Proposal. In response to the gaps and limitations iden-
tified in current management approaches, this proposal aims to
create a comprehensive framework designed specifically for soft-
ware project managers working on managing secure cloud systems.
The proposed framework aims not only to simplify the manage-
ment of secure cloud systems but also to offer solid guidance for
dealing with the many challenges encountered at various stages,
such as maintenance and migration.

One of the key aspects of the framework will be the approach
to secure risk management, which will support the manager in
identifying, preventing, and mitigating vulnerability and threats.

In addition, the proposed framework will focus on stakeholder
and human resource management in secure cloud systems. Effective
stakeholder management is essential to the success of any project;
the framework will incorporate guidelines and strategies designed
to provide strategies for managing these resources while avoiding
the introduction of challenges and issues.

By comprehensively addressing these challenges and issues re-
lated to the management of secure cloud systems, the proposed
framework seeks to equip project managers with the strategies and
approaches needed to manage a secure cloud project adequately.

3 RESEARCH PLAN
I defined a research goal, which will be achieved through different
research objectives.

ü Research Goal. Build a framework that aims to expand
current knowledge related to the knowledge areas of Software Project
Management by considering secure cloud systems.

The proposed framework seeks to advance knowledge areas of
software project management by integrating the aspects of secure
cloud systems. This framework aims to address the evolving chal-
lenges and complexities inherent in managing secure cloud systems.
To achieve this goal, I plan to satisfy three research objectives:

3.1 RO1 - Investigate Approaches, Challenges and
Issues of Software Project Management for
Secure Cloud Systems.

The goal of this research objective is to extract key approaches, chal-
lenges and issues from the literature and related recommendations.

To address the first research objective, I will conduct a Multivocal
Literature Review (MLR) [5] to explore current application of soft-
ware project management for secure cloud systems. A MLR was
chosen because of the expansive nature of security cloud systems.
This context includes the industrial and scientific sectors as well
as the public and administrative sectors. In order to comprehend
entirely the approaches, issues and challenges associated with tha
management of the secure cloud systems, it is imperative to delve
into its various applications. Therefore, it is necessary to analyzing
both established sources, commonly referred to as white literature
(i.e., books, papers, etc.), and less conventional sources, known as
gray literature (i.e., pre-prints, blogs, etc.).

The survey will build on established project management the-
ories and methodologies, providing insights into the practical ap-
plication of manage of secure cloud systems development. This
approach aims to understand the complexities of managing secure
cloud projects and suggest, to the project managers, the best prac-
tices to manage them, considering the different application contexts,
i.e., industrial, administrative, etc. [6].

The result of this research objective will be a catalogue of ap-
proaches, challenges and issues related to the secure cloud systems
and related recommendations and insights to advance knowledge in
managing them. In addition, these investigations will spend particu-
lar attention to two areas: the investigation of risk management and
the investigation of stakeholder and human resources management.

3.1.1 RO1.1 - Investigate Approaches, Challenges and Issues
of Risk Management for Secure Cloud Systems. One of the
most complex practices related to project management is risk man-
agement. This practice is most delicate when interfacing with the
complexity nature of secure cloud systems, which are undermined
by threats and vulnerabilities. This research objective aims to in-
vestigate risk management in secure cloud systems.

A literature survey will be conducted through a Systematic Map-
ping Study [11, 12]. The survey will gather existing knowledge on
approaches, challenges and issues on risk management for secure
cloud systems. In particular, the focus will be identifying widely
recognized risks, prevailing threats and vulnerabilities which are
causes of those risks, main context application of risk management,
and approaches applied in various industries.

The results will be a comprehensive mapping of the literature
on the recognized risks in secure cloud systems. It will not only
identify the primary threats and vulnerabilities responsible for these
risks but also highlight risk management strategies employed in
different industries. This mapping will be a starting point for further
research work, offering insights into vulnerability identification,
risk prevention and mitigation.

3.1.2 RO1.2 - Investigate Approaches, Challenges and Issues
of Stakeholder and Human Resources Management for Se-
cure Cloud Systems. This research objective aims understanding
the approaches, challenges and issues related to stakeholders and
human resources management in secure cloud systems. Larios-
Vargas et al. [8] in their work have investigated the behaviors of
stakeholders that lead to the adoption of security practices. Starting
from them, I want to investigate on the main challenges and issues
introduced by stakeholders and human resources, in the secure
cloud systems. Attached to those issues and challenges, I aim to
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analyze the managements approaches that project managers can
adopt with stakeholders and human resources.

To archive this goal, I will conduct a SystematicMapping Study [11,
12] on Socio-Technical aspects in secure cloud systems.

The results will be a mapping of issues, challenges and manage-
ment approaches on stakeholder and human resource management
in the context of secure cloud systems.

3.2 RO2 - Validate and Expand the Catalogue of
Approaches, Challenges and Issues of Project
Management for Security Cloud Systems.

This research objective aims to validate the approaches, challenges,
and issues in secure cloud systems identified in the first research
objective, creating a validated classification. Moreover, I want to
expand it with the insights provided by experts, such as determin-
ing management approaches, extracting existing solutions, and
grasping the nuances of current practices and their limitations.

To achieve this research objective, will be conducted an empirical
survey on how managers manage secure cloud systems. This will
involve qualitative methods such as interviews and survey with
industry experts and manager, specialized knowledge in secure
cloud management, to obtain a comprehensive view of managerial
approaches, challenges, and strategies employed [3, 7].

In addition, will be sought collaboration with reputable entities
such as the Project Management Institute (PMI)4 to enrich the
research process. Using the experience and resources offered by
PMI, the research findings can be further validated.

The results obtained in this research objective will be a validated
catalogue of the current approaches, challenges and issues of soft-
ware project management for secure cloud systems. This will help
highlight limitations and related management strategies and be the
starting point for developing innovative solutions and frameworks
to address them.

3.3 RO3 - Create a Framework that Software Project
Managers can Adopt to Manage Secure Cloud
Systems.

This research question aims to construct a robust framework tai-
lored for software project managers, equipping them with compre-
hensive guidelines for ensuring the management of secure cloud
systems. It will particularly focus on managing risk, stakeholders,
and human resources. The framework aims to synthesize findings
from previous research questions, consolidating insights from di-
verse perspectives to offer a detailed roadmap.

The validation process for this framework will incorporating
both qualitative and quantitative methods to ensure its applicability.
Qualitative surveys and interviews will be conducted in collabora-
tion with the PMI, engaging industry experts to provide insights
and real-world experiences [3, 7]. These qualitative assessments
will evaluate the relevance, practicality and feasibility of the frame-
work, ensuring its applicability to the needs and challenges faced
by project managers in the secure cloud systems context.

4PMI - Project Management Institute https://www.pmi.org

Complementing the qualitative validation, quantitative methods
will be employed to assess the framework’s efficacy through real-
world case studies. These case studies will examine the practical
application of management approaches, evaluating their impact
on project timelines, effectiveness in mitigating security risks, and
adherence to industry standards and compliance requirements. The
quantitative validation will provide empirical evidence of the frame-
work’s effectiveness in real-world scenarios.

The results will be a framework validated through a rigorous
validation process to ensure its robustness and relevance in address-
ing the challenges of secure cloud systems. By integrating insights
from both qualitative and quantitative assessments, the framework
will offer guidance for software project managers, supporting them
in managing secure cloud systems.

3.4 Schedule
The three identified research objectives should be completed follow-
ing the schedule proposed in Figure 1, throughout the three-year of
the Ph.D. program. In addition, the the writing of the Ph.D. thesis
is scheduled to begin toward the conclusion of the second year.

During my first year and part of the second year, I will focus
on the first research objective, and relative sub-objectives, inves-
tigating the approaches, challenges and issues in the context of
secure cloud systems and identifying possible recommendations
and strategies.

The remainder of the second year will aim to realize the second
research objective by validating the lists of approaches, challenges
and issues obtained from the first research objective through inter-
views and surveys with practitioners and experts.

Finally, the third year will focus on the creation and validation
of the framework.

4 EXPECTED IMPACT OF THE RESEARCH
This research aims to make a substantive contribution to the field
of software project management, expanding the knowledge also
in the secure cloud systems field, by creating a framework that
can enhance the effectiveness of software project management
with a particular focus on secure cloud systems. The research aims
not only to expand the theoretical understanding but also to offer
tangible strategies and approaches that can be directly applied in
real-world scenarios. In conclusion, the framework will be designed
to support project managers in:

• Apply tailored strategies: The proposed framework will be created
based on data extracted from a Multivocal Literature Review
on approaches, challenges and issues in secure cloud systems
management, considering the different applications that systems
may have, i.e., administrative, public, industrial, etc. According
to a specific application contexts, managers can adopt strategies
targeted to the context of the system they are managing.

• Enhancing security risk management for secure cloud systems:
The framework will improve security management in secure
cloud systems by providing strategies for robust management and
prevention against attacks, threats, and vulnerabilities. Project
managers, through the mitigation strategies proposed by the
framework, will be able to implement measures that strengthen

https://www.pmi.org
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Figure 1: Distribution of the research objectives for the three-year Ph.D. program

the security of such systems, thus contributing to a more robust
defense against evolving cyber threats.

• Enhancing stakeholders and human resources management for se-
cure cloud systems: The framework will provide project managers
with recommendations for managing the challenges and issues
that stakeholders and human resources will introduce into secure
cloud systems. The framework will enable managers to integrate
strategies that take into account the organizational dynamics
of human resources and stakeholders. This knowledge is essen-
tial for creating a comprehensive defense strategy during the
management of secure cloud systems.
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